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“

”

A lawyer shall provide competent representation 
to a client. Competent representation requires 
the legal knowledge, skill, thoroughness and 
preparation reasonably necessary for the 
representation.

ABA Model Rule 1.1



Comment 8 to Model Rule 1.1

“[8] To maintain the requisite 
knowledge and skill, a lawyer 
should keep abreast of changes 
in the law and its practice, 
including the benefits and risks 
associated with relevant 
technology, engage in continuing 
study and education and comply 
with all [CLE] requirements to 
which the lawyer is subject.”.
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Technical Competence

California
ethics opinion 

re duty of 
technical 

competence

40 States 
have adopted 

"technical 
competency" 
requirement

In 2017 
Florida first 

state to 
require 

technology 
related CLE
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Legal Tech History



Legal Technology Through the Years

1980's: 
WordPerfect 

era
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1990: 
Microsoft 

Office

1990: 
LexisNexis 

100,000 
searches 

1996:
Trial Director 

& Sanction

1996:
TimeSlips

1995: O.J. 
Simpson Trial

1992:
AOL for 

Windows



Legal Technology Through the Years

2010:
iPad
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2012:
ABA 

Technical 
Competence

2016:
Panama 
Papers 
Scandal

2005:
E-Discovery 
FRCP 
Changes

2007:
Apple iPhone

2003:
Zubulake v. 
UBS Warburg

2000:
Y2K Scare

2020:
Covid-19 

Pandemic



Technology 
S-Curve



Stupid Exciting! Boring

Technology S-Curve (In Layman's Terms)



Tech Life Cycles 1970-Current

Mainframe 
Computers

Personal 
Computers

Web/Internet

Smartphones & 
Cloud

1960's & 1970s 1980s 1990s 2000s 2020s

What's next?
Blockchain?
5G?
IoT?
Metaverse?
AI?



8 Billion
Current world population in 2023 (Worldometers)

4.3 Billion (53%)
People who own a smartphone in 2023 (GSMA)

6.92 Billion (87%)
People who own a mobile phone in 2023 (Statista)

Where are we on the mobile device S-curve?



Legal Technology Innovation S-Curves

▸ Trial Presentation 
Technology

▸ Electronic Discovery and 
Digital Forensics

▸ Cloud Technologies and 
Cybersecurity

▸ Artificial Intelligence

12



Trial Presentation 
Technology



TOP 5 TRIAL PRESENTATION 
TECHNOLOGY CHALLENGES

Keeping evidence organized

Keeping the jury and judge engaged

Lack of time and/or resources 

Issues with software not working correctly

Connecting to presentation devices

--Source:  2013 LexisNexis nationwide litigation survey



ELECTRONIC 
PRESENTATION 
ADVANTAGES

• Jurors part of TikTok 
generation

• Competition with television and 
internet

• Pre-planning and 
coordination required

• Counsel must agree beforehand on 
exhibits and witness order



ELECTRONIC PRESENTATION ADVANTAGES

• Expedites trial proceedings

• Appeals to different 
learning styles

• Flow of information 
controlled



Electronic Court Kit (Hardware)

Laptop  or Ultrabook

USB Hard Drive

Flat Panel Monitor

VGA A/B switchbox Portable Screen

LCD Projector

Printer/Scanner/Copier

Bar Code Reader Computer speaker 
(BlueTooth)

Cables Tablet



Elmo MO-2 Visual Presenter
• Ultra compact
• 16X zoom in HD
• 2.1 lbs
• Digital document camera
• HDMI input/output
• Connect to laptop
• 3-hour battery
• Use for court / mediations
• $789
• www.elmousa.com



Trial Presentation Software

• www.litsoftware.com
• 7-Day Free Trial

http://www.litsoftware.com/


Trial Presentation Software

• Trialline.net
• 14-Day Free Trial



Trial Presentation Software

• Exhibitview.net
• 5-Day Free Trial



Trial Presentation Software

• iPro.com
• Enterprise solution



Trial Presentation Software

• New Kid on the Block
• Developed in 2014
• Simple to use
• Powerful
• Fast



LINEAR PRESENTATION 
TOOLS

• PowerPoint (Windows)

• Keynote (Apple)

• Prezi (Cloud)



POWERPOINT 
TIPS

• Avoid SOL (Slide Over Load)





POWERPOINT 
TIPS

• Avoid SOL (Slide Over Load)

• Use photos and illustrations



Who Our Clients Are

Plaintiffs in 
Class Action 

Phen-fen 
Litigation

(Johnetta Moore, et. al. v. A.H. 
Robins, et. al., 98-CI-795)



POWERPOINT 
TIPS

• Avoid SOL (Slide Over Load)

• Use photos and illustrations

• Use video and audio

• Highlight critical passages



Fee Agreement



POWERPOINT 
TIPS

• Avoid SOL (Slide Over Load)

• Use photos and illustrations

• Use video and audio

• Highlight critical passages

• Use pre-designed templates for 
professional look

• Use built-in tools (like SmartArt) 
to make slides more interesting



POWERPOINT 
TIPS 

Avoid SOL (Slide 
Over Load)

Use photos and 
illustrations

Use video and 
audio

Highlight critical 
passages

Use pre-designed 
templates for 

professional look

Use built-in tools 
(like SmartArt) to 
make slides more 

interesting



ELECTRONIC 
DISCOVERY & 
DIGITAL FORENSICS



FORENSICS VS. E-
DISCOVERY

WHAT’S THE DIFFERENCE?



DO YOU NEED 
TRADITIONAL 
E-DISCOVERY 
PROCESSING… or a digital (computer) 

forensics examination?



CHARACTERISTICS OF E-DISCOVERY CASE

• Routine collection of documents from a targeted list of 
custodians

• Filter parameters are well-defined

• Custodians have no personal stake in the discovery 
process

• No allegations of data destruction have been made

• E-Discovery engineer not typically called to testify as 
expert witness

• Typical Output:  Document database exported to a 
review tool



WEB BASED DOCUMENT 
REVIEW

• Web-based litigation
review platform

• Intuitive

• Multi-browser
compatible

• Analytics module

• www.relativity.com

• Other solutions:  Everlaw, Logikcull, Epiq Discovery, 
DISCO, iCONECT





CHARACTERISTICS OF DIGITAL FORENSICS CASE

• Suspicion exists of malicious destruction or 
alteration of digital data

• Custodians have personal stake in findings

• Scope of investigation unknown initially

• Experience and skill of investigator critically 
important

• Typical Output:  Computer Forensics Expert 
Report

• May be called to testify as expert witness



SOURCES OF DIGITAL 
DATA

 Mobile Devices (Phones & Tablets)
 The Cloud (Email, Social Media & 

Backups)
 Device RAM (in-private, passwords)
 PC/Laptop Hard Drives
 Video Systems
 Digital Cameras
 Backup Media (CDs/DVDs /Thumb 

Drives)
 3rd Party Providers Records



DON’T OVERLOOK 
SMALL THINGS



MOBILE DEVICE V. DESKTOP 
COMPUTER



SMART PHONES / MOBILE 
DEVICES

- Text Messages
- Email
- Call Logs
- Pictures/Videos
- Usernames & Passwords***
- Geo-location
- Cell Tower Data from providers
- 3rd Party Applications



DIGITAL METADATA
• Metadata is data about data

• External & Internal metadata

• Important to keep intact 
• Easily altered during collection & examination

• Can help to identify when data was created, 
moved and/or modified

• Can help identify the location of an event
• Geolocation



EXAMPLE OF EXTERNAL 
METADATA



DELETED SEARCH HISTORY IN GMAIL 
ACCOUNTS



The iPhone That Snitched



The iPhone That Snitched
Background: 

• Civil litigation related to a bank fraud where the respondent agreed to have 
his laptop examined.

Tasks:  
1. Determine if the respondent had a personal relationship with a female bank 

employee 
2. Determine respondent's sources of income. 



iTunes Backups

• Examination of computer revealed backups for 
several iPhones

• Parsing of the iPhone backups had positive results in 
answering Task #1





But Hold on There’s More…

What About Task #2
 Possible Sources of Income?



Possible Sources of Income?













Mobile & Cloud 
Technologies



Storing Client Information on the Cloud
Formal Ethics Opinion 

2015-F-159



Client Information on the Cloud

A lawyer may ethically allow confidential client 
information to be stored in “the cloud” if the lawyer 
takes reasonable care to assure that: 

1) all such information or materials remain 
confidential; and 

2) reasonable safeguards are employed to ensure that 
the information is protected.  

Disclaimer- Due to rapidly changing technology, the 
Board doesn’t attempt to establish a standard of 
care.



What About The Cloud?

▸ Modern day "cloud computing" 
concept introduced by Google CEO 
Eric Schmidt in 2006

▸ Law firms slow to adopt
▸ Ethical considerations

▹ Security/privacy of client data
▹ Ownership of data
▹ Reliability of cloud vendor



Evolution to 
the Cloud



Evolution to 
the Cloud



The Serverless Law Firm



Popular Cloud Applications



Cyber Threats

Identity Management

Insecure API/Interfaces

System Vulnerabilities

Malicious Insiders

Advanced Threats

Third Party Exposure Shared Technology Vulnerabilities



Data Loss Trends



CyberSecurity Scorecard



Top 10 Recommendations

1. Set a tone for cybersecurity at top and appoint 
CISO/CIO to be in charge

2. Inventory and evaluate risk of all software systems and 
data

3. Establish critical points of contact:  internet service 
providers, law enforcement, data forensic experts

4. Regular training/awareness programs for all staff
5. Multifactor authentication for any application 

accessible via internet



Top 10 Recommendations (cont)

6. Take out cyber insurance policy
7. Conduct gap analysis of firm's cybersecurity position
8. Continually test for vulnerabilities

▹ Annual penetration testing by an independent third party
▹ Monthly vulnerability testing

9. Enable encryption on all devices that can store 
sensitive data (laptops, desktops, smartphones, 
tablets, etc.)

10.Deploy data loss protection systems



Ransomware Attacks Against 
Attorneys

DLA Piper (June, 2017):



Ransomware Attacks Against 
Attorneys

DLA Piper (June, 2017):



Ransomware Attacks Against Attorneys
DLA Piper (June 27, 2017):
• Firm infected by Petya malware.

• Entire 3,600 lawyers + support staff in 40 countries on 
digital lockdown. 

• Lockdown wasn’t fully remediated for weeks. 
• 1 day without phones
• 6 days without email
• 2 weeks without complete access to older email and 

documents

• Total direct and indirect costs to firm estimated to be 
millions of dollars.
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Ransomware Attacks Against AttorneysMoses Afonson Ryan, Ltd. (May, 2015)
• 10 person law firm located in Providence, RI
• Attorney at firm opened an email attachment from an 

unknown source which was encoded with a ransomware 
encrypted virus that infected firm’s computer network.  

• All of the information and documents on firm’s computer 
network became disabled and its network was rendered 
inoperable. 

• Hacker demanded $25,000 in ransom paid in bitcoin to 
restore access to firm’s system. Firm negotiated ransom to 
be paid in bitcoins.

• During the seizure, the firm’s 10 lawyers were left 
unproductive = $700,000 in lost billings.



Malpractice ClaimsNY Real Estate Attorney (April, 2016)
• Attorney used AOL email account to communicate 

involving clients’ purchase of a $19,380,000 condo.

• Cybercriminals hacked into the account, impersonated the 
attorney, and tricked her clients into wiring a $1.9 million 
dollar security deposit into a fraudulent bank account.

• Complaint alleged attorney failed to take basic 
cybersecurity measures and lacked awareness of same. 



Malpractice Claims
Malpractice Claim Filed Against NY Real Estate Attorney 
(April, 2016)



Artificial Intelligence



• OpenAI Generative Pre-training 
Transformer (GPT)

• Machine learning model
• Trained on large dataset
• Generates human-like text

• Microsoft investment
• Incorporated into Bing search engine
• Try it at:  chat.openai.com



New Bing
• Microsoft new search 

engine
• Powered by ChatGPT
• Responds to queries with 

answers (not URL links)
• Can ask follow-up 

questions
• Conversational
• Works in Microsoft Edge 

browser
• Bing.com/new



Google 
Bard
• Google’s AI chatbot
• Introduced Feb 2023
• Powered by Google’s own 

language model
• Conversational
• Experimental
• Open to general public
• Bard.google.com



• Corporate AI “Bots”
• Silent Note Takers
• Real-time feedback
• Summarizes 

documents

AI Enforcer: American offices are using AI to teach 
‘meeting etiquettes’ in Zoom, Teams calls

More and More American businesses are now using AI 
chatbots and AI assistants to teach their staff meeting 
etiquettes and how to behave properly in a virtual or 
video meeting. The AI bot looks for speech patterns and 
if someone is constantly interrupting other speakers

Zoom Etiquette



A few AI examples for 
lawyers

• Video Meeting etiquette Enforcers
• Cite Rite
• Law Droid
• Zoom AI Assistant
• Co-counsel
• Westlaw Edge
• Spellbook
• NetDocuments AI (and other DMS AI 

add-ons)



CiteRite
• Save legal research
• Integrate inside Microsoft Word
• Automatically cite saved case 

law
• Applies all legal citation rules, 

including ibid and supra
• One button Books of Authority
• Citeright.net



LawDroid

• AI legal assistant
• Research legal issues
• Help with drafting 

emails & letters
• Summarize 

documents
• Lawdroid.com



Zoom AI Companion
• “Cliffnotes” of recordigs
• Creates

• Highlights
• Summaries
• Conversation 

analytics
• Topic Tracking
• Next Steps

• Drafts chat responses 
for you

• Creates meeting 
whitboards



Co-Counsel • AI legal assistant
• Designed to perform

• Legal research 
memo drafting

• Deposition 
preparation

• Document review
• Contract analysis

• Powered by OpenAI
• Pay per use
• Casetext.com



Westlaw Edge • AI Enhanced Legal 
Research

• Speeds up complex legal 
research

• Predictive Suggestions
• Expensive



Spellbook
• AI contract drafting tool
• Uses OpenAI’s GPT-3 
• Review and suggest 

contract wording
• Trained on billions of lines 

of legal text
• Instantly create new clauses 

and entire sections based 
on context

• Spellbook.legal



NetDocuments AI
• ndMAX
• Uses your documents to 

build Generative AI dataset
• No issue with A/C Privilege
• Secure
• PatternBuilder
• Document Assembly
• Creates workflow sets
• No-coding required



Bird Buddy

• AI-powered smart bird feeder
• Bird visit notifications
• Photographs and identifies up to 

350 bird species
• Organizes bird photos
• Mybirdbuddy.com



Questions?

Thank you!
Bill Ramsey
ramseywt@nealharwell.com
Nathan Sanders
nsanders@nealharwell.com


